Installation of GPG Suite (GPG Software for MacOS)
1. Browse to the AMLC website = Services = Reporting Tools

m ® 0 Not Secure — amic.gov.ph (v} o [} a | g
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for Windows .
Encrypting/Decrypting
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Software)

AMLC Public Key

AMLG.asc (Note: Right click file then select
Save Link as. Save it as
AMLG.asc)
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CHARTER
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Search ...

2. Download GPG for MacOS.

about:blank

Do you want to allow downloads on
“www.amlc.gov.ph*?
“You can change which websites can download files in
Websites Preferences.

Cancel  Allow




3. Launch the downloaded installer. Click on the Install icon.

®00 GPG Suite

GPGs

4. Click on Continue.

®00 Install GPG Suite s

Welcome to the GPG Suite Installer
Thanks for installing GPG Suite
# Introduction

GPG Suite encrypts, decrypts, signs
and verifies files and messages.

License

Installation Type Manage keys and experience the full
\nstallation power of GPG easier than ever before.
Summary

GPG Suite includes:

GPG Mail

GPG Keychain

GPG Services

GPG Suite Preferences
MacGPG

GPGTDG 15 Go Back Continue




5. Click on Agree.

Install GPG Suite

To continue installing the software you must agree to the terms of the
software license agreement.

Il glick Agree to continue or click Disagree to cancel the installation and guit

e Lic theInstaller.

Read License

Disagree Agree

mmary

GPGTD{] LS

— - ~
confirm that you are agreeing to be bound to our terms
of distribution.

Terms of Distribution: https://gpgtools.org/legal

Print... Save... Go Back Continue

6. Click on Install.

Install GPG Suite

Introduction
License
Destination Select

@ Installation Type

GPGTD{] LS

Standard Install on "Mac"

This will take 56.5 MB of space on your computer.

Click Install to perform a standard installation of this software
on the disk "Mac".

Change Install Location...

Customize Go Back Install




7. Input the MacOS username and password (username used to boot-up the Mac).

s Installer is trying to install new software.

Enter your password to allow this.

User Name: || I

Password: | |

Cancel Install Software

8. Wait for the installation process to finish.

0080 Install GPG Suite a

Installing GPG Suite

Introduction
License
Destination Select

T e Writing files...

Installation

. —
Summary

GPGTDG LS Go Back Continue




9. Click on Close.

® Install GPG Suite [~}
The installation was completed successfully.

For new users we recommend our First Steps tutorial.
Introduction
Heenss On macOS Big Sur GPG Mail will be automatically enabled

o after the installation.

Destination Select
Installation Type On other versions of macOS, make sure to enable GPG
Mail manually via Mail > Preferences > General >
Manage Plug-Ins... and activate
& Summary GPGMailLoader_5.mailbundle

Installation

GPGTUULS [ Close |

10. If a window pops-up confirming access to control GPG Keychain, click on Ok.

“Installer” wants to control "GPG
" . Keychain". Allowing control will provide
ﬂ( access to documents and data in "GPG
Keychain®, and to perform actions within
that app.




Generation of Key Pairs (One-time Procedure)

1. The Create New Key Pair dialog box will automatically pop-up. Input the name of the compliance officer,
email address, passphrase (to be used whenever a report will be signed and encrypted prior to submission
to the AMLC). Click on Advanced option and input the name of the institution (on the comment text box),
key type (set to DSA and Elgamal), length (set to 2048), and uncheck key expiration. Click on Create Key.

[ ]
Type Name ~ Email Validity
pub GPGTools Support Suppt  Create new key pair feD 37CC 8A9E 3745 558E 41AF
pub GPGTools Team team( I9F BO7B 76D7 8F05 00DO 26C4
Name: | Juan Dela Cruz
Email: |jdcruz@email.com |~}
Password: seessssssssee
Confirm Password: eeesseecccsce
Strength:

¥ Advanced options

Comment: | ABC Bank

Key type: DSA and Elgamal <]
Length: 2048 B

Key will expire on:

2 of 2 keys listed Show secret keys only

2. After the key pair is created, click on No to skip uploading of the public key to a key server.

L ]
Q
0 L tai
Type — T Email (@) Your key was created successfully Validity
29 .
pub GPGTools Support SuppOrte ‘gﬁ e e o ihou 970D 37CC BASE 3745 SS8E 41AF
pub  GPGTools Team team@gy ECOF BO7B 7607 BFE5 8eD 26C4
sec/pub Juan Dela Cruz jderuz@

AFA5 7766 2208 03Fs c1cs sF21 [N

Warning: Key servers are public, so the name and
email you use in your key will be publicly visible. Keys
can not be deleted from the key servers. They can be
revoked but not removed

If you rather prefer not to use key servers, please
consider attaching your public key to your signed and
encrypted emails.

Do you want to upload your public key?

Upload Public key | ([ERIECIN

3 of 3 keys listed Show secret keys only



Exporting Public Key
1. Right click on the created key pair. Click on Export

Send Public Key via Email...

Send Public Key to Key Server
Update from key server

Details

Sign...

Create Revoke Certificate...
Revoke...

Copy

Delete

2. Rename the default filename. Use the .asc filename extension. Set the preferred location. Ensure the
tickbox to include secret key is unchecked. Click on Save.

New Import _Export Lookup Key Details.

Tvpe Name | Email Save As: | ABCBank_JDCruz.asd Validity

pub GPGTools Support support@gpgt! Where: | [ Documents B 1907 970D 37CC BA9E 3745 558E 41AF

pub GPGTools Team team@gpgtool = 14C1 ECOF BO7B 76D7 BFO5 00D@ 26C4

secfpub Juan Dela Cruz jderuz@email 2899 AFAS 7766 2208 63F5 c1cs s5F21 (ENEDEN
Include secret key in exported file

3 of 3 keys listed Show secret keys only

3. Click on Ok.

[ ]
Q
New Import  Export Lookup Key Details
Type Name ~ Email Keyslesponed validity
pub GPGTools Support supporté Ve LD o0 G 978D 37CC BAYE 3745 558E 41AF
pub GPGTools Team team@gy Juan Dela Cruz <jdcruz@email.coms ECOF B@7B 76D7 8F@5 00DO 26C4
sec/pub Juan Dela Cruz jderuz@ (220B03F5CIC5EF21) AFA5 7766 2208 63F5 c1cs 5F21 (DD

3 of 3 keys listed Show secret keys only




4. Browse to the AMLC website = Services = Reporting Tools
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5. Right click on AMLC.asc. Click on Download Linked File As... Save the file to your preferred location.
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GPG for Windows

GPG for Mac OS
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CHARTER

Search ..

Open "www.amic.gov.ph/images/PDFs/AMLC.asc” in a new tab

AMLC Public Key

T ihedas Diatkaliok file then select
Open Link in New Tab veltas

Open Link in New Window

AMLC.as™

Download Linked File

Download Linked File As.

Add Link to Bookmarks...
Add Link to Reading List

Copy Link
RTING PROCEDURE  REGISTRATION PROCEDURE
Share >
Download With Folx
Download All With Folx
Services >




6. Browse to where the exported file was saved. If the file AMLC.asc ends with the .txt extension, right click
on the file, click on Rename. Remove the .txt filename extension.

@ Finder File Edit View Go Window Help
[ XN ) [1 AMLC Reporting
Type Name ¢ g = = vl a Q Validity
pub GPGTo( 145 558E 41AF I
- il F“M“F [l AMLC Reporti » AMLC.asc.txt Open e —
sec/pub JuanD ? - Open With > IFs cacs sr21 (EDEDER
A Applications
B Reconts Move to Trash
{5 Desktop Get Info
[ Documents Rename
© Downloads Com_press ‘AMLC.asc.txt
Duplicate
iCloud Make Alias
& iCloud Drive Quick Look “AMLC.asc.txt"
Locations Shae o %
& Mac Quick Actions >
[E] Macintosh HD Copy "AMLC.asc.txt”
[Z] MacarONi Import from iPhone or iPad >
[ 6PG suite a Use Groups
Togs Sort By »
i Show View Options
A
1 o9 0000
Tags...
Services >

3 of 3 keys listed

Show secret keys only

7. Click on Use .asc to confirm the removal of the .txt extension.

@ Finder File Edit View Go Window Help

|3 AMLC Reporting
Type Name | ¢ = 7@ ICECDE
pub GPGTo( .
pub GPGTo| Favorites eporting » || AMLC.asc

sec/pub JuanD @ Arorop

a Q se

-———BEGIN PGP PUBLIC
KEY BLOCK————

Validity

“ 145 558€ 41aF [

105 00D0 26C4 !

lfs €1C5 5F21 _

A, Applications 2 v1.0.7
B Recents
5 Desktop Are you sure you want to change the 3ACpIAd/
extension from “.txt” to “.asc"? 1ZuinBSTGHO
[ Documents S1TKjR5+9
If you make this change, your document may openina  f
© Downloads different application. LaDNt4yqbdM
fco2c3/
iCloud Keep .txt
& icioud Drive Jttorat=09
T T —
Locations
(2 mac AMLC.asc.txt
(2 macintosh HD Plain Text Document - 2 KB
(E] macaroNi o
& PG Suite
Tags More

3 of 3 keys listed

8. Click on the GPG Keychain window. Click Import button,

& GPG Keychain m Edit View Key Window Help

Show secret keys only

ece
+

New

Type
pub
pub

o> | M
&5 Export..  SE |

| sec/pub_Juan Dela Cruz

New Key.. %N |

o Q

Details

Name = EW o
GPGTools Support

GPGTools Team

support@gpgtools.org
team@gpgtools.org
jdcruz@email.com

Created Fingerprint Validity
5/4/20 BY7E 9964 ACAD 1907 970D 37CC BA9E 3745 558E 41AF [ |
8/19/10 85E3 8F69 046B 44C1 ECOF BO7B 76D7 8FO5 00DO 26C4 |
4/5/21 BOEA ESFD OE22 2899 AFA5 7766 220B 03F5 C1C5 5F21

3 of 3 keys listed

Show secret keys only |

or under the menu bar, click on File = Import...



9. Browse to the location where the AMLC.asc file was downloaded and renamed. Click on Open.

&% GPG File Edit View Key Window Help
=N
] ] 0 | Q
New Import Export Lookup Key Details
1 = [ AMLC Reporting < Q 1 o
Type Name - — Validity
pub GPGTools { Favorites Other ~  Size Kind Date Added g 41aF [ 1]
pub GPGTools © 4 Applications AMLC.asc P G
sec/pub JuanDela [ pecents
[ Desktop
[§ Documents
© Downloads
iCloud
& iCloud Drive
Locations
E Mac
[E] Macintosh HD
[E] MacaroNi

Tags

3 of 3 keys listed Show secret keys only

10. Click on Ok.

®# GPGKeychain File Edit View Key Window Help

oy )
2y (] LS
New Import Export Lookup Key Details
Type Name A Email £, Import successful | Validity
pub Anti-Money Laundering Council amlc@bs e folouing key wassuccessiisli inecgsct DE3E 553E 1710 B3CF 117B 9F65 [ |
pub GPGTools Support supporté Anti-Money Laundering Council <amic@bsp.govph> 970D 37CC BA9E 3745 558E 41AF
pub GPGTools Team team@gp (17108SCF117B9FES) ECOF B@7B 76D7 8F@5 00DO 26C4 | |
sec/pub Juan Dela Cruz jderuz@ AFAS 7766 2208 03F5 c1c5 5rF21 [INENENEN

4 of 4 keys listed Show secret keys only

11. Right click on the AMLC’s public key. Click on Sign.

# GPG in File Edit View Key Window Help
e0e

A [ul Q

New Import Export Lookup Key

Type  Name ~ Email Created Fingerprint Validity

loub Anti-Money Laundering (‘"E‘“ et 1/12/10 1

pub GPGTools Support sxpzr;"m’ e 5/4/20 BO7E 9964 ACAD 1907 970D 37CC BA9E 3745 558E 41AF | |

pub GPGTools Team enc Rubic Ry e Ema:- 8/19/10 85E3 8FG9 046B 44C1 ECOF BO7B 76D7 BFOS5 @0DO 26C4 | |

a/5/21 80EA ESFD OE22 2899 AFAS 7766 2208 03F5 cics sr21 (NENENEN

sec/pub Juan Dela Cruz
Update from key server

Details

Copy

Delete

4 of 4 keys listed Show secret keys only



12. Click on Sign.

@ GPG File Edit View Key Window Help
oe
@ & @ J|a Fite
New Import Export Lookup Key Details
Type Name By signing this key you confirm the identity of the key owner and that the key with fingerprint Validity
= | 500E 59DC CDAO 3F2C DE3E 553E 1710 B3CF 117B 9F65 belongs to them. =re
pub Anti-Money Lau bl 1178 9F65 | | |
pub GPGTools SUPP  Anti-Money L Council 558E 41AF |11
pub GPGTools Team oope 26C4 | 1|
sec/pub Juan Dela Cruz | Publish cics sr21 (INEDEDED

If you choose to publish this signature, everyone in the world can see that you believe this key belongs to Anti-Money

Laundering Council.

» Why Publish?

4 of 4 keys listed

Show secret keys only | |

13. Enter your passphrase.

@ GPGKeychain File Edit View Key Window Help

Type Name ~ Email  Signing... Validity
pub Anti-Money Laundering Council amlcd bE 553E 1710 B3CF 117B 9F65 | |
pub GPGTools Support suppo @D 37CC BA9E 3745 S558E 41AF \:
pub GPGTools Team team@ 9F BO7B 76D7 8F@5 00DO 26C4 |
sec/pub Juan Dela Cruz jderuz Cancel A5 7766 2208 3F5 cics sF21 (INENENEN
Pinentry Mac
| /7N Please enter the passphrase to unlock the OpenPGP secret key:

"Juan Dela Cruz (ABC Bank) <jdcruz@email.com>"
‘ 2048-bit DSA key, ID 220BO3F5C1C55F21,
created 2021-04-05.

Passphrase: l I

‘ ) Show typing Save in Keychain

| _cancel | (TN

4 of 4 keys listed Show secret keys only ||
% GPG File Edit View Key Window Help

cee

of @ Q @  Qrite

New Import Export Lookup Key Details
Type Name ~ Email Created Fingerprint Validity
pub Anti-Money L ing Council gov.ph 112410 500E 59DC CDA® 3F2C DE3E 553t 1710 B3CF 1178 9F6s INENEN
pub GPGTools Support support@gpgtools.org 5/4/20 B97E 9964 ACAD 1907 970D 37CC BAJE 3745 558E 41AF |
pub GPGTools Team team@gpgtools.org 8/19/10 85E3 8F69 @46B 44C1 ECIF BO7B 76D7 8F05 0@DO 26C4 | |
sec/pub Juan Dela Cruz jdcruz@email.com a/5/21 8OEA ESFD OE22 2899 AFA5 7766 2208 03F5 cics sr21 [INENENEN

The selected user IDs have been signed

4 of 4 keys listed

Show secret keys only |




15. Double click on the AMLC public key. Set the Ownertrust to Full.

# GPGKeychain File Edit View Key Window Help

e Rl Q

New Import _Export Lookup Key J
Type Name ~ Email
pub Anti-Money Laundering Council amlc@bspAgov“
pub GPGTools Support support@gpgtt
pub GPGTools Team team@gpgtoolt
sec/pub Juan Dela Cruz jdcruz@email.

4 of 4 keys listed

Name:

Email:

Comment:

Created:

Expires:

Type:
Key ID:
Length:
Algorithm:
Fingerprint:
Validity:
Capabilties:
Card:

Ownertrus

__Key Details
W vseriDs  subkeys

Anti-Money Laundering Council
amlc@bsp.gov.ph
AMLC Institutional Key Pair

January 12, 2010 at 11:29 AM

Public key
117B9F65

1024

DSA

500 59DC CDAO 3F2C DE3E 553E 1710 B3CF 1178 9F65
Full

Esca

Undefined ]
Never

Marginal

Full

Ultimate

‘1710 B3CF
BA9E 3745
76D7 8F@5
220B 03F5

Validity

1178 ores INEDEN |
558E 41AF [

00D0 26C4 I

cics sr21 (DD

Show secret keys only



Backup Procedure
1. To backup the key pair, click on the created key pair, click on Export. Set the filename, location and

ensure the tickbox to include secret key is checked. Click on Save.

@ GPGKeychain File Edit View Key Window Help

[ ]
Q

New Import Export Lookup Key Details

o e i Save As:| ABCBank_JDCruz_BackupWithSecret | Validity

ub Anti-Money Laundering Council amlc@bsp.gov

pi y Lau g i @bsp.g Where: { ) AMLC Reporting B . 3F2C DE3E S53E 1710 B3CF 117B 9F65 EEE
pub GPGTools Support support@gpgti 1907 970D 37CC BAOE 3745 S58E 41AF

pub GPGTools Team team@gpgtool ) X 14C1 EC9F BO7B 76D7 BFOS 00DO 26C4

sec/pub Juan Dela Cruz jderuz@email, 9 include secret key in exported file 2899 AFAS 7766 2208 03F5 c1cs sr21 (NENENEN
4 of 4 keys listed Show secret keys only

2. Enter the passphrase. Click on Ok.

@ GPGKeychain File Edit View Key Window Help

Type Name ~ Email Exporting key... Validity

pub Anti-Money Laundering Council amic@ 3E 553E 1710 B3CF 1178 9F65 (NN

pub GPGTools Support suppo @D 37CC BAOE 3745 S558E 41AF

pub GPGTools Team team@ 9F BO7B 76D7 8FO5 00DO 26C4

sec/pub Juan Dela Cruz jderuz Cancel A5 7766 2208 03F5 c1cs sF21 [NIDENEN
Pinentry Mac

Please enter the passphrase to export the OpenPGP secret key:
"“Juan Dela Cruz (ABC Bank) <jdcruz@email.com>"

2048-bit DSA key, ID 220B03F5C1C55F21,

created 2021-04-05.

Passphrase: wj |

Show typing

4 of 4 keys listed Show secret keys only



Recovery Procedure (To be done only when the original setup is compromised, and only if the CP has
performed the back-up procedure)
1. Click on Import. Select the backup file. Click on Open.

- GPG Keychain File Edit View Key Window Help

®
) | Q
New import Export Lookup Key Details
=v Bt 9 AMLC Reporting S Q o
Type Name Validity
pub Anti-Mone) Favorites Other ~  Size Kind Date Added g 9F65
pub GPGTools { A Applications BCBank_JDCruz_BackupWithSecret 5 KB Today at 5:40 FLAV\S
pub GPGTools * Recents # AMLC.asc 2KB Today at 5:330 26C4
[ Desktop
B Documents
© Downloads
iCloud
& iCloud Drive
Locations
E] mac
[E] Macintosh HD
[Z] MacaronNi
) GPG Suite a
Tags
3 of 3 keys listed Show secret keys only
@ GPG Keychain File Edit View Key Window Help
Type Name ~ Email  Importing key... Validity
pub Anti-Money Laundering Council amlc@ BE 553E 1710 B3CF 117B 9F65
pub GPGTools Support suppo 0D 37CC BA9E 3745 558E 41AF
pub GPGTools Team team@ 9F BO7B 76D7 8F@5 00DO 26C4
Cancel
Pinentry Mac
Please enter the passphrase to import the OpenPGP secret key:
"Juan Dela Cruz (ABC Bank) <jdcruz@email.com>"
2048-bit DSA key, ID 220B03F5C1C55F21,
created 2021-04-05.
Passphrase: || |
") Show typing
3 of 3 keys listed Show secret keys only
@ GPGKeychain File Edit View Key Window Help
®
Q
New import Export Lookup Key Details
Type  Name ~ Email s TGRS oean Validity
pub Anti-Money Laundering Council amlc@bs 1 The following kay wes sucoeestulv imoorisc: DE3E 553E 1710 B3CF 117B 9F65
pub GPGTools Support support@ Juan Dela Cruz <jdcruz@email.com> 970D 37CC 8A9E 3745 558E 41AF
pub GPGTools Team team@gj {ZZUBRAERCABR AT ECOF B@7B 76D7 8FO5 0@DO 26C4
sec/pub Juan Dela Cruz jderuz@ AFA5 7766 220B @3F5 C1C5 5F21

4 of 4 keys listed Show secret keys only




4. Double click on the restored key pair. Set the Ownertrust to Ultimate.

&% GPG File Edit View Key Window Help

ks 4 U] Q I SN ) Key Details 0 jla

New Import Export Lookup Key Details
| S vserios  subkeys I

Type Name A Email Name: Juan Dela Cruz | Validity
i 1710 B3cF 1178 oFcs [INENEN

pub Anti-Money Laundering Council go Emait: j com :

pub GPGTools Support support@gpg Comment: ABC Bank I BA9E 3745 558E 41AF [

pub GPGTools Team team@gpgtoa 3 76D7 8F05 000 264 [ I

sec/pub Juan Dela Cruz jderuz@emai Created: April 5, 2021 at 5:24 PM 5 2208 03F5 c1cs 5F21 (IR
Expires: Change...

Type: Secret and public key
Key ID: C1C55F21
Length: 2,048
Algorithm: DSA
Fingerprint: BOEA ESFD DE22 2899 AFAS 7766 220B 03F5 C1C5 5F21
Validity: Ultimate
Capabilities: Esc
Card: +

Ownertrust: | Ultimate B
" Disable

Change Password...

4 of 4 keys listed Show secret keys only |



